means X % y = 0, X is evenly divisible by y

yIx
ged(c, d) Greatest Common Divisor of c and d
ged(a, b) =1 a and b are relatively prime
=m | (a-b)
Common Divisor defi. a=bmodm =>(a-b)%m=0
=>Db =amod m
set of integers mod n
Zn
/n={0,1,2,...,n-1}
set of integers that are relatively prime to n
Z*n
o 78={0,1,2,3,4,5,6,7}
& 7*8=1{1,3,5,7}
for finding gcd(a, b)
Proof:
s)nvm thot 5:& ca,b)> >5c4 Cb,a-b)
a = )( 94‘1 (ay b)
b= Y- ged ca,b)
a-b = X-ged(aibd - V9 cab> =C
=(k-Y) '54»{ ta,b) = ¢
fedia,b)  dwider b awd ¢ ged caibd < gedibied
gcd(a, b) = ng(b, I']_) = gcd(rl, I’Z) = ... SQ* th,ed dwides b M <, jLACbr‘) & 54,,{”\, b) 2 3‘4 (&, b) = Spol (h, a-h)
Sed Qb)) = éu{é b,a-b) - jco{ th ja-aby = - ;5“1‘ Ch, a-2b>
= j“l (b, R ~» 5“{. th, awid b),
whete b= a@ «R.
content
a=ql*b+rl rl=a%b
— *
Euclid's Algorithm Sl
rl=q3*r2+r3
m=qn+2*rn-1+0
r_n+1 = gcd(a, b)
function Euclid(a, b)
Input: Two integers a and b, wherea > b > 0
implement Outj?ut: gcd(a, b)
1:ifb=0:

2 return a
3. return Euclid(b, a mod b)

given d, a and b, we can use this algo. to
efficient way to find inverse Sf)f:ilgr}rﬂgf ilcéléztf,\;hfa(fif;fg?ft g’:yxl{l g where d is supposed to be the gcd(a, b)
+y *bis true

rl=a-ql*b

r2=b-q2*ri1 =(gq2)*a+(ql*q2+1*b

content

ri=(.)a+(..)b
/
/
3“( Ch oamed b> = 4 = bu' t (a mal b)a’

Extended Euclid's Algorithm .
. bu' 4 La-L{Jb)g'
- AJI‘(' wa'-L%JJ’)

:ow)(}a

whee x.:g' e ' - L%Ja'

when input a = 25, N =11

function extended-Euclid(a,b)

Input: Two integers a and b, wherea > b > 0

Output: Integers (z,y, d) such that d = gcd(a, b) and az + by = d
1 ifb=0:

2 return (1,0,a)

3. (2,9, d) = extended-Euclid(b,a mod b)

4

: return (v, 2’ — |a/bly/, d)
with 2 and 1.
4. Onthe fourth call,a = 2 and b = 1. Now, with another recursive call, the values

1. Onthefirstcall,a = 25 and b = 11.Since b # 0, the function will make a recursive
callwithband @ mod b, whichis 11 and 3 respectively.

2. Onthe second call,a = 11 and b = 3. Again, b # 0, so the function will make
another recursive call withband a mod b, whichis 3 and 2 respectively.

3. Onthethird call,a = 3 and b = 2. The function will make yet another recursive call

math prerequisites
implement

becomea = landb = 0.
5. On this fifth call with b = 0, the function returns (1, 0, 1) as ged(1,0) = 1.

calculation example: From the fourth call:
(',y',d) = (1,0,1)

Returning:
(2 = [3]y) = (0,1 - [1]0) = (0,1)

From the third call:

(z',y',d) = (0,1,1)

Returning:

(v, — [2|y) =(1,0—-1) =(1,-1)

From the second call:
("Ela y/a d) - (1a _1, 1)
Returning:

(v, — | 5]¢) =(-1,1-(-3)) = (-1,4

From the first call:

(z',9',d) = (-1,4,1)

Returning:

(y’,:c' — L%J y') =(4,-1-2)=(4,-3)

So,fora = 25and b = 11, the values are:
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J x =4,y = —3,andd = ged(25,11) =1

/
Thus, theresultisz = 4,y = —3,andd = 1.

exist X, y such that gcd(a, b) =a *a + 8 * b, where & e
and g could be negative B*b=1moda

B is the inverse of b mod a B*b=1moda

Bazout's theorem
a is the inverse of a mod b a*a=1modb

an 3 ((md 4) Un . ..

defi. of inverse
no inverse case
a=2,n=4

* there is at most 1 inverse x in Zn for x *a =1 mod n avzl (mod M) @ ) divide @m  Lan-)

& g = '(*]A) Loy @ o tnY = @ Scolcu,ag =)

when inverse exists?
that is to say, when a and N are co-prime,
the inverse exists

the number of positive integers that are
relatively prime to n and less than n
e(n) = |Z*n| count of the elements in it
e.g. p(8) =4
Euler's Totient Function
p is prime, ¢(p) = p-1
properties p, q are distinct primes,n=p *q, |Zpq| =p * q
p, q are distinct primes,n=p *q, ¢(n) =(p-1) *(q-1)

used to easily reduce large powers modulo

for all a € Z*n, a*Me(n)} = 1 mod n

Euler's Theorem content
\| or,foralla € Z*n and k 2 0, a*k * ¢(n) + 1} =a mod n
I
I . oy . Y. 0,
generalization proof 2;21;2//en.w1k1ped1a.org/ wiki/Euler%27s_the [haven't figure it out yet]
II
'I If p, q are distinct primes,n=p * q,
v
RSA Theorem foralla € Zn,a " ¢(n) =1 mod n

or,foralla€Zn,andk>0,a*"{k*¢(n)+1}=amodn.



