don't need to match the entire message,

block by block encryption © Chosen Plaintext Attack could guess part of the message

ECB
. R necessary for a secure encryption method
should introduce probabilistic ryor yp
but not sufficient
an encryption algorithm
if we input same input, we get same output
block cipher encryption functions are public
use a secret key to choose an encryption
function to encrypt
Y = Fy{X}
XORed with previous encryption block (for
the first block, XOR with an IV instead)
CBC Encryption :Y = Fi {Y,.;@ X, },  where Yo =1V IV need to be random
derivative
random initial IV in message 1
CBC-Chain . . o
initial IV's influence will propagate to the modify one plaintext bit will leave other need the PCBC
. . bits' encryption result unchanged l
every following message encryption yp :
— not secure, attack . I
e o CPA, e.g. if X2 chosen to be y1, then they2 |
‘ will always be 0, if the noise of the next ,’ it could be applied to all CBC derivative
{ Ckey ] Ere ] | block encryption is fixed, adversary could 7/ modes that only use previous y as XOR noise
CBCC - stateful CBC Encryption: Y= F{Y,, @ X, }  where Yo =1V b E{D AR y y y p y
exploit this /
/
e /
state initialization /
7
confounder is a random generated full block P
C = Fy{confounder||Cksum||m} ///
: cksum %58 s
CBC$ in kerberos v5 R B g
~
IV is random for every message ,//
Symmetric Encryption Modes Chaining modes = _--
-
Why PCBC? i _- -
CBCCiTe‘nm Il changelhit’_iln Limm w ””
random Py Pl Poez Prim —— -
i —_— -~
peecciphertet [ | [[ [ [ [0 ——
Eneryption: Y= Fe{Y,,@ X, ) where Yo =1V Decryption: | ihechanse popaaes. : ————"
e | T W -0
pesc cprrten| 1 7 0 O |
no garble propagation [ ‘ '—' ‘ A lII
random P, Posr Posz Proim 21
PCBC
2 il Flwery
4oz YazFENORY
Yy o Fihe¥s}
. , Pergre ko= FEY0 )@ fn
O attack swapping ciphertext blocks e
x= Tiex, Y.
Y = TV®LieY
x'= Ya@xy 9 2= Xy
WAL nat prpRg-t
Encryption: Y = F{Y , @ X, }@X,,, where X =TV, Yo=1V;
IGE . ;
swapping ciphertext blocks after specific
O attack ppIng c1p P
CPA
v = F . X because the X_n does not participated in the
. n = Filctr + idx} @ X, encryption part, there is no need for
Ctr is random for each block A
padding in CTR
CTR
keep referring to the initial ctr as it keeps
incrementing it in further encryption
counter modes
Y, = Fef{ctr +idx} @ X,
Ctr is from previous message
CTR$

ctr is randomly selected for every block of
any message

for checking data integrity

cbe_mac_generation
at Sender

cbe_mac_verification
at Receiver

l . IV = 0, have padding in plaintext
= LY«:;, accept
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1 secure for fixed-length messages

Plaintext P
EENEN| -
CBC M AC Plaintext Q
B3N~
adversary could generate a M’ (m1’, m2’, ...,
) o mn’) whose XOR result equals chc_mac, so it
A Forgery P; (which passes cbc-mac-verification) .
Plaintext Q Modified Plaintext P Would n0t be dlSCOVered

oo [F] =]~ ==
7

/-

© insecure for variable length

\ Q1 \oplus Q2 = cbc_max 2

D M s0 when the Q1 \oplus Q2 \oplus PT’, the

result will be P1

Hence, the forgery can not be detected

Message Authentication Code (MAC) Modes

cac
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or designing based on PCBC, IGE ... (ppt say
CTR is not very useful)

authenticity - determine origin of a message

Encryption with Authenticity (and Integrity)
integrity - Detect all message modifications (
e.g., forgeries) with very high probability

Encryption . . .
for secrecy, authenticity, and integrity

need 2 pass over data (Encrypt + MAC), 1-2
crypto primitives

requirements
for efficiency, 1 pass over data, 1 crypto
primitive is ok
protect against existential forgeries in CPA;
or obtain ciphertext unforgeability
| ; pi de (Enc, Dec, KG); MAC mode MAC . g
essas my enenpion mode TEhe B4 e plaintext are used for encryption mode and
Authenticated Encryption: Ency,(m)||MACy,(m) . .
Decryption: m' =Decy,(Enc(m)) MAC mode (the two modes using different
\ if MACia(m’ }=MAC,(m) )
\ clse, oo essage key encryption), then concatenates together
. Insecure Encrypt-and-Authenticate AUE modes
Encrypt & AUthentlcate (AuE) Example 1: encryption mode = CTRCy, Saka. cgunter mode) 1 blt Changes m plalnteXt Wlll nOt lead tO
MAC mode = CBC-MAC, (“length” problem fixed) Other bltS Changed in Ciphertext;
Chosen Message Attack:
1. For any plaintext block Py, obtain its ciphertext C; and MAC:
mostly not secure for all secure Enc and 2. Choose plalntext P o . iofth b1t oo, and obtain o if the calculation of CBC-MAC equals XOR all
MAC modes ctr+d, Gl the plaintext,
3. Construct forgery <ctr, C’ 4||CBC-MAC(P,)>,
where C'; = C, with bit j flipped (C' ; =/=C,)
4. Forgery passes Decryption check; output = P, lI‘l thlS Case, lf we Changes 1 blt ln C', the CBC'
MAC result is same as CBC-MAC(P2)
O eg
; tion mode (Enc, Dec, KG); MAC mode MAC .
e enenypron mede TEne e plaintext are used to generate a MAC, then
Authenticated lEnc-ryp'tE)n: Ency,(m||MACy,(m)) ' .
Decryption: m 'DfFiﬁTé,“,‘((m"'))”:'f,ﬁcc:“;fZ"J)’ MAC,,(m) the .concatenate of them will I?e encrypted
s, o g again by another key encryption
message m; secure encryption mode (Enc, Dec, KG) & MAC mode
plaintext MAC
e
2-pass Authenticate then Encrypt example Mgt insead of MAC
Kl_’Ens:r;l:l‘inn 2
L
ciphertext
not secure for all secure Enc and MAC modes
SSL
secure for some
Kerberos v5 (hash)
nessage m; encyption mode (Enc, Dec, KG); MAC made MAC generate_aphertext by plaintext first, then
Authenticated Encrypt?on:c‘=Enc,(,(m); output C||MACy,(C) use the C1pherteXt tO generate a MAC (
O MAGH(C), thes oaput Dec(€) different key encryption) and concatenate
Ise, output .
SR oupenor meee the ciphertext and MAC together
message m; secure encryption mode (Enc, Dec, KG) & MAC mode
Authenticated Encryption Modes plaintext
Encrypt then Authenticate example e
MAC
conence: ] (0]
H_/
types kel SHE 12
secure for all secure Enc and MAC modes
1. Partition Message into Blocks - use
padding if necessary;
2. Compute Redundancy Block - use
designing approach Manipulation Detection Code (MDC);
3. Add redundancy block to message blocks;
4. Encrypt message and redundancy block;
e - & etz
ZII[:&{ Trunca tion T eTx]
COElsls) — — olela forgery 1
Truncation with CPA
MDC = ®(x1,x2,x3) = @m',xz‘,xs';
CBC-XOR (failed) © problems S R
1-pass Swapping
Forgery [with known plaintext if pair (x) is known]
MDC = &(x1,x2x3) = @ (x1,x2,x",x"x3") forgery 3

[ N Insertion o T V7RSS x

Insertion of double same blocks

. . ottt % - non-crypto Modification Detection Codes (
TRC-XOR (fail E.E - [ 1] .
CTRC-XOR (failed) W oropertyused: ASBeAck ™ MDCs) will not detect such attacks
AuE type

1 pass and 1 crypto primitive

XCBC-XOR ) ‘ ... Under What Conditions ?

1. IND-CPA encryption mode: processes block x;, 1 i < n,+1,
L xorem and inputs result to a block cipher (SPRP) F with key K

2. “op” has an inverse “op!”
3. Elements E;are unpredictable,1<i<n,+1, and

Secure EP; op™ E; are unpredictable, where (p, i) # (q, j)
K Encryption Mode ~*° ‘T and messages p, q are encrypted with same key K.
4. Additional mechanisms for length control, padding

Examples

op=mod +/-; E;=ryxi; (Ej=ry;E;=E_ +ry)[GD00]
Op = Xor ; E;= pair-wise (differential) independent [Jutla00]
... and others [Rogaway01]

Optimal: n+1 cipher ops; latency in ||: 1 cipher op.

Definitions of Secure Message Authentication Codes (MACs)
(Weak) MAC
QL. M is a message of any size; |hy (m )\:1. K is secret.
Q. Vmessage M, function /iy (m ) is easy to compute if K is known.

Q3. Given any <mj, hy(m)>i=1,...,n, it is hard (computationally
infeasible) to find < m, hy (m)> such that m # m;,
and the verification check passes (with non-negligible probability).

weak or strong MAC definition

Strong MAC
Ql. M is a message of any size; |hK (m) \: 1, K is secret.
Q2. Vmessage M, function hy(m ) is easy to compute if K is known.
Q4. Given any <m,, hy(m)>i=1,...,n, it is hard (computationally
infeasible) to find < m, hy (m)> # <m;, h(m)>,
and the verification check passes (with non-negligible probability).

Security of Strong MAC => Security (Weak) MAC

Same hardware used on input (viz,, IAPM [Jutla00], XECB-XOR [GD00])

f
[ IND-CPA
;E_.@ Encryption Mode
[
f — o 0
«{ 000
1
.... minimizes hardware footprint, and provides IND-CPA
security and ...

Parallel Encryption Mode Randomizing Plaintext
. a (parallel) MAC w/ an extra XOR gate (viz.,, [G98, GD00])

IND-CPA
[ 1l Encryption Mode
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