
 Hash

 mapping an arbitrary-length string to a 
 fixed-length string

 advantage

 properties

 applications

 vulnerability

 designing hash functions

 efficient

 public

 polynomial time to length of input

 not using key

 relationships

 pre-image resistance is like have no idea of 
 the origin password

 for **every** m, there is no a m' such that h(
 m) = h(m')

 given a m, can't find a m' such that h(m) = h(
 m') 

 password storage

 manipulation detection codes

 hash trees

 digital signatures

 commitment protocols

 key derivation

 seeding Pseudo-random Number Generator (
 PRNG)

 ...

 need P1

 need P3

 need P2

 need P3

 e.g. a bid in an auction

 need P1, P2, P5

 need P4

 need P6

 collision finding attack

 birthday paradox

 ...

 Generating large number variants of a 
 message

 hash based on block ciphers

 Compression Functions

 larger than 2^128, suggested for hash 
 function output

 generating 2^32 variants is currently feasible

 generating 2^64 is not feasible now

 concerns

 block ciphers are usually too small to act as 
 a hash function

 1) CBC

 2) PCBC

 3) IGE

 4) secure
 5) secure

 bit flip

 swap

 swap after CPA

 encryption function is chosen by 
 undetermined element, and added some 
 noise

 having P1, P2, P4, P6

 Merkle-Damgard Scheme

 padding is necessary for this scheme to 
 preserve collision resistance

 or the length might be shorter


